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Abstract

In this paper I give an introduction into elliptic curves in order to introduce the Elliptic
Curve Diffie-Hellman (ECDH) protocol and give motivation for its use as a cryptographic
key exchange protocol. I then give an introduction to Shor’s Algorithm for Elliptic Curves,
a quantum algorithm which breaks ECDH, including describing the Quantum Fourier Trans-
form, which is at the center of many quantum algorithms including those which solve discrete
logarithms.

1 Introduction

The purpose of many cryptographic protocols is to send a message from one party to another or to
reveal a limited amount of information or to compute with another party securely. Whatever it may
be, most cryptographic protocols require some kind of a key, which is most likely an integer which
is assumed to be hard to compute. However, this often means that some number of parties want
access to a secret key without anybody else being able to discover the key. Often the parties can
not meet in person so they must somehow communicate so that at the end of the communication
they share a secret key, and even if someone were to see all of their communication, they would
not be able to discover the key.

Elliptic Curve Cryptography is particularly useful in solving such problems. There are existing
protocols, called key exchange protocols, which successfully do this, but not all key exchange
protocols are made equal. Table 1 [NIS05] shows one of the most notable differences between
elliptic curve protocols and protocols based on factoring or finite fields. The middle and right
column give necessary key sizes for protocols with and without elliptic curves. The “symmetric
key size” indicates about how many operations would be needed to break a protocol using those
key sizes. If the symmetric key size is 80, this means that it would take about 280 operations to
break the protocol. We can see from this that the key sizes needed for elliptic curves are smaller
and grow smaller than those needed without elliptic curves.

Additionally, elliptic curves can be useful because they can be put over fields of order 2* instead
of necessarily being over a prime order. This allows protocols to not use modular arithmetic but
instead chop of the top bits of an integer. This is useful if elliptic curve cryptography is to be used
on small devices, such as smart cards [MEES01].

In this paper I give the reasons that elliptic curves have these properties as well as present a
drawback to traditional elliptic curve cryptography that may make it obsolete in the near(-ish)
future.

Symmetric Key Size (bits) | RSA and Diffie-Hellman Key Size (bits) | Elliptic Curve Key Size (bits)
80 1024 160
112 2048 224
128 3072 256
192 7680 384
256 15360 521

Table 1: Key size comparison for same level of security with and without elliptic curves



2 Elliptic Curves

An elliptic curve! is defined as points (z,y) satisfying y? = 2® + ax + b for some constants a and
b. Note that the discriminant for this curve is —16(4a® + 27b?). Thus, in order to ensure that
the curve is nonsingular we will add the restriction that this discriminant is not 0. Additionally,
we will add a point at infinity, denoted by O. Figure 1 shows examples of various elliptic curves.
Figure 2 shows two examples of curves of the form y? = 23 + ax + b, where 4a® + 270> = 0. We
can see that in one case we are left with a cusp at (0,0) and in the other there is a self-intersection
at (1,0). In either case, the slope of the curve at those respective points are undefined, which will
not allow us to use the curves in our protocols.

1 2
y2=x3-x y2=x3-x+1
Figure 1: Examples of two elliptic curves, 32 =2 —z and y? =23 — 2z + 1
[Mra07]
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Figure 2: Examples of curves with singularities.
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Note that we will be considering elliptic curves defined over real numbers. If one considers
curves defined over complex numbers, the curve is isomorphic to a torus along with a point at
infinity. The curves that we see are slices of some torus.

Group Defined Over Elliptic Curves

The usefulness of elliptic curves arises from the fact that they naturally form a group. The elements
of this group are exactly those previously described, namely {(z,y) | ¥* = 23 + az + b} U {O},
where a and b are constants such that 4a® + 276 # 0. The identity of this group is ©. In order to
prove this is a group we first need to describe the group operation, which we will call addition.

Addition of Points on the Curve

Addition is defined as follows: for three linearly aligned non-zero points P, (), and R on the curve,
P+ @+ R = O. One can see in Figure 3 how this looks visually. In the first case, we have a
curve and see that because the line connecting P and @ hits the curve at R, P+ Q + R = O so
P+ @Q = 0O — R = —R because O is the identity. However we now need to describe inverses so
that we can say what —R actually is.

1For the purpose of this paper we will consider only elliptic curves over fields of characteristic not equal to 2 or 3.
This simplifies many of the equations and these curves are the ones commonly used in elliptic curve cryptography.



The inverse of P = (x,y) is —P = (x, —y). This point —P is clearly on the curve if and only if
P is on the curve. Thus in order to add two points P and ) we must take the line connecting P
and @) and see where it intersects the curve. If it intersects at R then P + Q = —R.

Just by looking at Figure 3 we can see that there are many cases where there may not be a
third point on the curve on the line connecting P and ). One trivial case is when either P or @
is 0. It is trivial because P + O = P by definition of identity. Similarly, P + —P = O by the
definition of an inverse. In any other case, the line connecting P and Q must be tangent to the
curve at either P or Q. We treat this similarly to how we might treat a double root. That is, if
the line is tangent at P, then we say the third point is P, and so P+ @Q = —P.

On case that we have not covered is when there is more than one line connecting P and Q.
This only occurs if P = @. In this case we take the line tangent to the curve at P and find the
other point where this intersects the curve. If this point is R then P + P = —R. If the tangent

line is vertical then P + P = O.
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Figure 3: Addition of points on Elliptic Curves
[Sup07]

Computing the Sum of Two points on the Curve
Suppose that P = (zp,yp) and Q = (2@, yg). Then the slope of the line connecting P and @ is

\ YU if P#Qand P # —Q
= 2
ML P =Q, yp #0

where the second case is easily computed by taking the partial derivative of the curve. Note that
we have missed the cases when P = —Q or P = Q and y, = 0 but then the sum is just O. The
line intersects the y-axis at v = y; — Axy. Finding the third point is simply a matter of finding
the points where both y?> = 2% +ax +band y = Az +v, 50 0 = 23 +ar + b — (\x + v)? =
3 — X222 + (a — 2 )z + (b — v?). As this is a cubic equation, we know that it is equal to
(x — z1)(x — 2z2)(z — z3) for some 21, 22, z3. The fact that (zp,yp) and (xzg,yg) intersect both
the line and the curve implies that the equation is actually equal to (x — zp)(z — zg)(z — zRr) =
23— (zg+xp+2R)2* + (Lorp + TPTR + TRTQ)T — TpTQTR, Where (T, yr) are the coordinates
of the third point. Thus we have that (zg + zp + xr) = A\? and therefore (zg) = A2 — 2p — 2.
Using y = Az + v we have that ygp = Axr + v. Thus we can easily compute P + @ = —R.

Proof That the Curve is an Abelian Group

This mostly follows trivially from what we have shown. The elements include the identity and
every element has an inverse. The group operation is well defined and the group is closed under
the operation. It is also clearly commutative, so the group is abelian.

All that is left to show is associativity. Given P, @, and R on the curve, we need to show that
(P4+ Q)+ R=P+(Q+ R). This can be shown by simply plugging in what we found in the last
section as the formula for addition. As this proof is simply tedious algebraic manipulation it is
omitted.

Fast Scalar Multiplication

The multiplication of a point on an elliptic curve is exactly as we would expect. To be rigorous,
1*P=Pand nx P =P+ (n—1)«P. In order to actually do any sort of protocol using an elliptic



curve we need a fast way to multiply a point by a scalar (we will see this in the next section).
It is important to know that when we consider the run time of an algorithm, we look at how it
changes as the size of the input grows. If we were to simply add P to itself n times, this would
take time O(n)?. But the size of n is actually the length of n. The length of n, denoted |n| is equal
to |logz2(n)]| + 1 (unless n = 0 in which case |n| = 1), or the number of digits used to represent n
in base-2. Thus the naive algorithm takes time O(2!"!), which is not fast enough?.

The algorithm we describe has runtime O(log(n)) = O(|n|), so we say it takes linear time. Con-
sider the binary representation of n, say bgpbg_1...bg. This means that n = b2k +by_12F1. b1 24 by,
where k = |n|—1 and each b; € {0,1}. Thus nP = by2* P+b,_12¥"1 P...b; 2P+ by P. The algorithm
proceeds as follows:

procedure MULTIPLY (n, P)
Let n = bibi_1...by in binary
Set i =10
Set tempval = P > tempval is 2P
Set total =0
while i < |n| do
if b; =1 then
Set total = total 4+ tempuval
end if
Seti=1i+1
Set tempval = tempual + tempval > 2P 4 2P =2t1p
end while
return a
end procedure

The algorithm works by calculating 2° P from 2¢~! P using one addition of points, and therefore
only doing a total of |n| additions. The algorithm therefore takes time O(|n|), so we can use it in
the protocol we use in the next section.

3 Elliptic Curve Diffie-Hellman

Elliptic Curves Over Finite Fields

Elliptic Curve Diffie-Hellman is a protocol done using an elliptic curve on a finite field. That is,
rather than the elements being {(z,y) | y* = 23 + az + b} U {O}, they will be {(z,y) € F, | y* =
23 + ax + b mod p} U {O} for some prime p. As before we will require that 4a® + 276 # 0. We
can denote an elliptic curve over a finite field as E(F),).

Note that this clearly still describes a group when paired with the addition operation which
is the same as the original one we defined earlier except that each coordinate is take modulo p.
However, we now need to take inverses modulo p instead of dividing when finding the sum of
two points. For example, the z-coordinate of the sum of P and @ if P # @ and P # —Q is
(%)2 —xp — @, which may not be an integer. In order to add fast we can use the well known
Extended Euclidean Algorithm to find the inverse of an integer modulo p.

Discrete Logarithm Problem on Elliptic Curves in Finite Fields

The discrete logarithm problem is the following: Given points P and @ on elliptic curve E such
that P = n@ for some n, find n.

Currently there is no known classical algorithm to quickly solve the discrete logarithm problem
in general. One common algorithm is called Pollard’s Rho algorithm, which we will discuss later
on. However, note that in a finite field there are only a finite number of points and therefore only
a finite number of points on the curve. Thus every point has a finite order. If P has a low order
then it is possible to find n quickly, simply by iterating through all its possible values. Thus in

2Throughout this paper I will use this notation, called Big-O notation, to describe the runtime of an algorithm.
We say that f(z) = O(g(z)) if there exists a positive constant ¢ and a number zo such that |f(z)| < c|g(z)| for
T > .

3In general in computer science an algorithm is considered fast if it takes polynomial time, that is it runs in
O(n*) for some constant k



order for the protocol to be useful we must be able to quickly find the a point on an elliptic curve
in a finite field with high order.

Finding a point with a High Order In E(IF,)

First we need to quickly be able to find the order of a point P, or equivalently, the order of the
subgroup generated by P. It is well know that the order of a subgroup divides the order of a group
by Lagrange’s Theorem. Thus if we have the order of E(F,) then we can simply check if nP = O
for all n dividing the order of the group and taking the smallest such n. I will not describe an
algorithm to find the order of the curve however this algorithm, called Schoof’s Algorithm, can be
found in [Sch95].

For a curve to be useful it must not have prime order. In particular, it should have order N
where N is divisible by some large prime g. Suppose that an elliptic curve over a finite field has
order N and q is a large prime dividing N. For any point P on the curve NP = O because the
order of P divides the order of the curve. If h = N/q then NP = ghP = q(hP) = O. Thus either
the order of point hP divides q or hP = O. If the order of h P divides ¢ then in fact it is ¢ because
q is prime, and so hP is a point of high order in E((F),). To find a point of high order, then, we
can simply take random points P on the curve and multiply them by h until we find a P such that
hP # O.

Protocol

Elliptic Curve Diffie Hellman is a key exchange protocol which is very similar to the traditional
Diffie Hellman protocol. There are two parties, say Alice and Bob, who want to share a secret.
They can communicate over a channel which may have eavesdroppers, but they want to ensure
that an eavesdropper can not find out the shared secret.

First there is some set of agreed upon domain parameters (p, a,b, G,n, h), where p is the size
of the finite field (that is, the curve is E(F,)), a and b are the coefficients of the equation of the
curve, G is a point in the curve which generates a subgroup of size n, and h is the cofactor of G.
The exchange is described by the Table 2.

Alice Insecure Channel Bob
Generates random d4 € {1,...,n — 1} Generates random dp € {1,...,n — 1}
Set Hqy = daG Set Hp = dpG
=
Ha
=
Hp
Compute S = dsHp Compute S = dgHz

Table 2: Diffie-Hellman Key Exchange Protocol

In this exchange, both Alice and Bob generate a random integer between 1 and n — 1, d4 and
dp respectively. They then each send G multiplied by their integer and compute the shared secret
S =daHp = da(dgG) = dg(daG) = dgH . Alice and Bob may then use S somehow as a key,
for example by taking the x-coordinate of the point.

For an adversary to find the secret .S, they must be able to solve the problem of give d4G and
dpG, what is dadgG. Of course a fast solution to the Discrete Logarithm Problem on Elliptic
Curves in Finite Fields would solve this, which is why it is important that there is currently no
fast classic algorithm which solves this problem.

In the next section I describe the Pollard’s Rho Algorithm, which is a classic algorithm to solve
the Discrete Logarithm Problem on Elliptic Curves in Finite Fields. The fact that this algorithm is
truly exponential, whereas there are sub-exponential algorithms for factoring, is why Elliptic Curve
Cryptography became popular in the first place. However in the following section I describe the
quantum algorithm which can quickly break EEDH by solving the Discrete Logarithm Problem.



4 Pollard’s Rho Algorithm

Pollard’s Rho Algorithm is a probabilistic algorithm which originally was created for factoring inte-
gers but has a variation which solves the discrete logarithm problem for any abelian group|[Pol78§].
The algorithm has time complexity O(y/n), where n is the number of points in the group. Note
that this is O(2/"//2) and therefore an exponential algorithm.

All other algorithms to solve the discrete logarithm problem similarly take exponential time,
but this algorithm differs in that the space complexity is constant. This improvement on other
similar algorithms is why it is more likely to be used in practice and why I describe it here. The
paper [WYMARI15] describes how Pollard’s Rho can be used specifically for elliptic curves and
much of this section is attributed to this explanation.

4.1 The Algorithm

The goal of the algorithm is, given an group G, + and P, Q € G where P = kQ for some integer k,
to find k. The algorithm looks for aq, b1, as, by such that a1 P+ b1Q = as P + b2Q, so ‘g;:‘;f P=qQ.
In other words, k(bs — b1) = (a1 — az) mod n, where n is the order of the group, unless b — b is
not relatively prime to n.

If by — by is not relatively prime to n then we can essentially divide the equation k(by — by) =

(a1 — a2) mod n out by the greatest common denominator of by — by and n and try every solution
(b2—b1) __ (a1—a2)
d d

to that equation which is less than n. More precisely, if d = ged(n, by —b1) then k
mod % will have a unique solution less than n/d, so it will have d solutions less than n. One of
these will yield k(ba — b1) = (a1 — a2) mod n and will therefore be the solution to the discrete
logarithm. Note that this algorithm is probabilistic but not random, so unless one makes changes
to things like the recurrence relation or partitions, the same coefficients will be found on every run.

First, we partition the group into three sets, Sy, S1, and, Se. We do this any way so that the
sets are about all the same size, so for example taking the x-coordinate mod 3. Next we define a
sequence of points {A;} such that each A; is a linear combination of P and ). We can do this by
taking Ag = aP for any a. The we define each A; by the following recurrence relation:

Ai+P ifA €5
Ai+1 = ( 24; if A; € 59
A; + Q if A; €83

Each A; is clearly a linear combination of P and Q.

The field has only a finite number of points, so the curve must also have a finite number of
points. Thus it must be that at some point, A; = A; for some i, j.

At this point we could use A; and A; to find &, but it would involve storing every A;. Instead
we notice that if A; = A; then A;;, = A;4, for any non-negative integer ¢t. The reason that this is
called the Rho algorithm is that the sequence of points can be thought of to look like a p, written
from the bottom up. The intersection of the p is the first ¢, j where A, = A;, then after that we
have a cycle. The part of the sequence before this cycle is called the “tail”. Suppose the tail has
length ¢ and the cycle is of length ¢. I claim there is a point A,, such that A4, = As,.

Proof. For any A; in the cycle, it is of the form t 4+ k + nc, where 0 < k < ¢. Here k represents
the position of A,, after the initial intersection and n represents the number of times we have to
go around the cycle. This point is equivalent to all points of the form ¢ + k 4+ mc. Thus we simply
want 2(t+ k+nc) = t+k+mec or t+ k+ 2nc = me. Because we can choose m and n, any positive
k such that t + k is a multiple of ¢ satisfies the requirement, and A; 1 = Agy1p)- O

Now for the algorithm all we need to store is (i, A;, As;) at any step. If A; = Ag;, we are done.
Otherwise, it only takes one point addition to compute A;y; from A; a two point additions to
compute Ay(;41) from Ag;, so we can find (7 + 1, Ajy1, Ag(i41)) using just three point additions.

4.2 Runtime of the Algorithm

In 1960, Harris [Har60] showed that if the sequence of point is actually random yet deterministic
in the sense that if A; = A; then A; 1, = Aj +¢ for all non-negative ¢, then it should take about

\/nm/2 iterations to find two points which are the same. Our sequence of points is not random,



however as we add partitions and complicate the iteration function, our sequence looks more
random and we are more likely to find a match in y/n7/2 iterations. Thus the algorithm takes on
the order of \/n time, so we say the algorithm is O(y/n).

5 Introduction To Quantum Computation

In classical computation, any information is represented in bits. A bit is either 0 or 1 and therefore
n bits have 2" possibilities. In quantum computation, we deal with what is called a "quantum
bit" or "qubit". A qubit is of the form ag|0) + a; |1), where o and «; are complex numbers and
lao|? + |a1|* = 1. When qubits are measured, they are either a 1 or a 0, and so what this notation
actually means is that the probability that the qubit will be measured to be 1 is |a1|2 and the
probability that it will be measured to be 0 is |Ozo|2.

The states |0) and |1) are called computational basis states. This is because a state can be
considered to be a vector in a two dimensional complex vector space, where the vector must have
a norm of 1. The two basis states form an orthonormal basis for this space.

Before a qubit is measured it is actually in state ag |[0) + ;1 |1), it is not 0 or 1 (unless either
ag =0 or a; = 0). After a qubit is measured, it collapses to whichever state it was measured as.
That is, if we measure a qubit to be 0, then the state of the qubit after measurement will actually
be |0). The information in this section is adapted from [Hir10].

5.1 Multiple Qubits and Quantum Entanglement

Quantum bits get much more interesting when we consider states of multiple quantum bits. When
dealing with classical bits, two bits can be either 00, 01, 10, or 11. With quantum bits, the state of
two qubits is of the form aqgg [00) + a1 |01) + a10 [10) + 11 |11) where, similarly to before, |aij\2 is
the probability that the qubits will be i and j respectively, so |on0|2 + |1 |2 + |0410|2 + |y |2 =1.

Note that though each of the bases has a value for both of the qubits, we can still measure each

qubit individually. This gives interesting properties to qubits because of the collapsing described
CX00|00>+O¢01|01>

vV laoo[*+|eo1 |2 ’
where we divide by |Oéoo|2 + |a01|2 to keep the norm at 1. Before measuring the first qubit, the

probability that the second qubit was 0 was |a00|2 + |ao1 |2, but after measuring the first qubit, the
probability that the second qubit is 0 is |agg \2. Though we have not acted on the second qubit, the
probability that it is 0 may change, just be measuring the first qubit. When the state of a particle
can not be described independently of other qubits, we say that these particles are entangled.
One simple example of entanglement is the Bell State, or % |00) + % [11). In this case, if we

earlier. If we measure the first qubit to be a 0, then the sate of the qubits collapses to

measure a qubit to be 0, the second qubit will be measured to be a 0 with probability 1, and if we
measure a qubit to be 1, the other will be 1 with probability 1.

Any arbitrary number of qubits works similarly. That is, if we have n qubits, our states look
like X2, ; i), where i is actually the ¢’th bit string, and ¥2"|e,|* = 1.

When states are not entangled they are called decomposable.

5.2 Quantum Computation

Just as in classical computing, in quantum computing we need a way to act on bits. We have just
described how we read bits, by measuring, but now we describe how computations work in general.
First, as we said, the state of a qubit can be considered a vector in two dimensional complex vector
space. For example, if we have a one state quantum system, the state |0) can be represented as (),
|1) can be represented as (), and any linear combination of |0) and |1) should then be represented
as a linear combination of these two matrices. Similarly, the state of n qubits could be considered
a vector in 2" dimensional vector space. For example, in a quantum system of 2 qubits, the state
aq [00) 4+ a2 |01) + a3 |10) + ay |11) can be written as the vector

Qq
Qg
Qa3
Oy



In classical computation, we often see algorithms in the form of pseudocode, but in fact any
algorithm can be written as something called a boolean circuit. Quantum algorithms are often
written as quantum circuits. A quantum circuit is similar to a boolean circuit except that the gates
can not be the same as boolean gates. Instead every gate is a unitary matriz.

Definition 5.1. A matrix M is unitary if M M*=I, where M* denotes taking the complex conju-
gate of every entry in the matrix and then transposing the matrix, and I is the identity matrix.

The crucial property of unitary matrices in this case is that they preserve the L?-norm of a

vector. That is, if U is unitary, then for any vector z, |Uz|| = ||z||, where in this case ||z| is the
sum of the norms of entries in z. The proof of this is fairly straight forward. If U is unitary and
x is any vector, then [|Uz| = (Uz)*(Uz) = 2*U*Uz = z*z = ||z||. Similarly, if |[Ux| = |z| for

all z, then z*U*Uzx = x*x for all x so we must have that U*U = I. Thus, unitary matrices are
actually exactly those which preserve L2-norm.

A quantum gate works simply by applying the matrix to the vector. It is clear why it is
important that a quantum gate preserves L?-norms. The norm of a quantum state must always
be 1, so both before and after the operation, the norm must be 1, and thus the matrix must be

unitary.
0 1
= (o)

is known as the quantum not-gate. It is easy to verify that M_ is unitary and that for any state
ag |0) + aq |1), M-, applied to the state is a; |0) + o |1). Thus, the matrix maps |0) to |1) and |1)
to |0), a natural analog of the classical not-gate.

1 1
m:(@ f)
V2 V2

is called the Hadamard or Hadamard-Walsh gate and is an important gate for many quantum
algorithms. Again it is easy to verify that this is a unitary matrix. It is easy to verify that
W5 |0) = % |0) + % [1) and that W |1) = % |0y — % |1). Because the probability of observing
some basis is the norm of the coefficient of that basis, in both the previous cases we end up with
a % probability of observing either basis.

Note that W5 is its own complex conjugate transpose so, as it is unitary, WoWWs = I. In
particular, this means that Wg(% |0) + % [1)) = |0) and Wg(% |0) — % |1)) = |1), even though
the initial probabilities for either |0) and |1) before the operation was the same. This showcases
what is called constructive and destructive interference. In the first case we can see that

Example 5.1. The matrix

Example 5.2. The matrix

1

1
W2(\/§ [0) + 7 1)) =
L0y + Ly =

V2 72
S10)+ 510+ 210y — 5 1) =
o)

The effect on the amplitudes of |0), where overall its probability increased, is constructive
interference whereas the effect on the amplitudes of |1) is destructive interference. In quantum
algorithms, the hope is that the values that we want to see (the values that will help us find the
solution to the problem) interfere constructively and the values we do not want to see interfere
destructively, so overall there is a high probability that we observe some “good” value.

In the previous section we mentioned that if a quantum state is not entangled then it is de-
composable. Another way to say that a state z is decomposable is that it can be written as the
tensor product of states z and y, or 2 = z ® y. For example, £(|00) + [01) + [10) + [11)) =

L0+ 1) © 5 (10) + [1)).



Example 5.3. Let Wy = Wy ® W5, where W5 is as in the previous example. Then we have

1 1 1 1
1 -1 1 -1
11 -1 -1
1 -1 -1 1

Wy =

Because W; is the tensor product of two unary gates, if we apply W, to any non-entangled state,
the resulting state will similarly be decomposable.

Example 5.4. Now let

1 0 0 0
01 00
M, cnot — 00 0 1
00 10

This is called the controlled not gate as, for any basis state, it flips the second qubit if and only
if the first qubit is 1. Suppose we have an initial (clearly decomposable) state |00) = |0)|0). We
have

Mcnot((WQ |0>) |0>) =

Mcnot(%(|0> + |1>) |0>) =
Meor(—7=(100) +[10)) =
1

ﬂ(\00> +11))

That is, if we take |00) and apply the Hadamard-Walsh gate to the second qubit, then apply the
controlled not gate to the system, we end up with entangled state %(\00) +|11)). We mentioned
in the previous section that this state is entangled, however it is easy to verify that it can not

be written as the product of decomposable states. This is significant as it shows how to actually
entangle two particles.

6 Shor’s Discrete Logarithm Quantum Algorithm for Elliptic
Curves

Shor’s Algorithm is a very well known quantum algorithm used to factor integers. In the same
paper, [Sho97], Shor also introduced a similar quantum algorithm to find the discrete logarithm
over cyclic groups. This algorithm was extended by Boneh and Lipton [BL95] to work for noncyclic
abelian groups as well. Thus, this algorithm works for the elliptic curve discrete logarithm problem
as well. The basis of these algorithms is the quantum Fourier Transform (QFT). The information
in this section is adapted from Shor’s paper, [Bac06], and [Hir10].

6.1 Quantum Fourier Transform

The Fourier transform is a concept in mathematics unrelated to quantum computation. For some
function f, the Fourier transform of f is

F(k) = ffooo flx)e 2mikzqy,
This is also called the continuous Fourier transform because there is a discrete Fourier transform

which is taken over a sum rather than an integral. The discrete Fourier transform is given by

@ N-—1__Z27ijk
Fj = Ek:O e

Jr



where here f is a vector of length N. Discrete fourier transforms are particularly useful in evaluating
the periodicity of a function. The Quantum Fourier Transform is an analog of the Discrete Fourier
Transform where the vector is a quantum state. That is, the Quantum Fourier Transform performs
the following map:

[2) = i k)
where n is the number of basis states. Note that here we are implicitly mapping quantum states to
integers in a natural way (the state that is all Os maps to 0, for example). Note that we multiply
by ﬁ in order to normalize the summation and ensure that the norm of the vector is 1.
For a state in general, we must then have:

n—1

n 2mijk j
SiT0asli) = By mEisge k) = BTy S gage k).

Thus the coefficient for basis state |k) in the Fourier transform of E;’: ajlj) is

_ 2mijk
n .

/1 yn—1_ .
ak—ﬁijoozje

2mijk

Thus the matrix for this transformation, say A, is simply the one which has ﬁe » as the entry
in spot (k,j) of the matrix.

Claim 6.1. The matrix A is unitary.

Proof. We need to show that A*A = I. The entry at (m,m’) of A*A is the dot product of the nth
row of A* and the mth column of j which is:
n—1 A%
z)j OA (m, j)A(j:m/) =

1 2mijm _ 2mijm/

_ 2" n e n =

If m = m/ then every term in the sum equals 1 and so the sum is %n = 1. If m # m’ then the sum

27ij(m—m’)

is 0 because e™  n are exactly the nth roots of unity and so must sum to 0. Thus (A*A),,
is 1 if m = m’ and 0 otherwise, so it is the identity matrix. O

As the matrix needed is unitary, the Quantum Fourier Transform can actually be computed
with some quantum algorithm. In fact, if n = 2, the QFT matrix is exactly the Hadamard-Walsh
gate, which will also be useful in computing the QFT for other orders.

6.2 Quantum Fourier Transfer Algorithm

In this section I describe the algorithm, or circuit, for the Quantum Fourier Transform. Although
we have shown that there must be a circuit to compute the QFT, we still need to show that this
circuit is of polynomial size, as in it consists of a polynomial number of gates. For our purposes,
we are considering a system of b bits, so the basis states are binary strings of length b, so n = 2°.

First, we rewrlte the Quantum Fourier Transform to be in a product form. From this point
on, we denote e*i* as w, for ease of notation. If n = 2° we have that the QFT is the following
transformation:

o) = 525wy ly).

The state |y) is simply |y1, ¥z, - . ., ys) Wwhere each y; € {0,1}. Additionally, the y in the exponent
is the number such that its binary representation is y1ys . .. yp so it is 287 y; +2°"2yo 4. . . +2yp_1 +
yp. Thus the QFT can be rewritten as

on_1 —axb_ bk
|Z‘> — \/%Eyzo waI =t vr |y17y27"'7yb>'
ob—k, bk )
But w, gcz" 12 Y _ w,,” Y. Thus we have that the QFT can also be written as

2b

10



b otk
|1‘> - %Zyl’m,ybe*{ovl} ®k:1 w2bx v ka>

b _pob—k
= ?1b ®k:1[2yk€{0,1}w2bl Y )]

Notice that the sum is now over only two values, y; = 0 and y;, = 1. Thus the transformation
can easily be rewritten as

b _pob—k
[2) = 3 i1 [Byretoay (10) +wy™ 1))

Now the QFT is written completely as a product of states. We will complicate this product

slightly more so that it is easier to see the sequence of gates that can create this transformation.
_ —2mix2b—k —2miz
First, note that w;,ﬂ o e = e 2F . This function is periodic such that if we let
—27ix

f(z) =e2F | f(z+2%) = f(x). Thus, any bits past the bottom k bits of z do not actually matter
when evaluating this function.

Additionally, note that if a has ajas...a, as its binary representation then a/2" = a1/2 +
as/4+ ...+ a,/2". Thus if we say that 0.qja;41...an = a;/2 + aj41/4 + ... + a, /2", similar to
decimal notation, we have that the transformation is

|.’E> N [|O> + e—27ri0.wn |1>] ® [|O> + 6—2771'0.7;”,11'” ‘1>] R...0 [|O> + 6—2771'0.7;17;2..4:71,1:3" |1>}

Note that the coefficients for the ith qubit are 1 for |[0) and e=270-Zn—i+1--@n-1Zn for |1). Thus,
if we consider the qubits to be in opposite order, the coefficient of the qubit ¢ only depends on
qubit j if j < and both qubits are 1. The way that it affects a coefficient is by multiplying the
coefficient by ez,

Consider again the Hadamard gate:

1 1
V2 V2

Consider the state |x) = |x1,22...xp). Applying the Hadamard gate to just the first qubit
creates the state

F[0) + (1) )] @ |22, ..., 23} =

Z5[10) + 720w 1] @ |, ..., w).

Now let us consider the following matrix, which is a rotation matrix as it does not change any
amplitudes but simply what is called the phase.

= o O

gl =

o O O
S O = O

0 e2l—7J

Then M;; does exactly what we need. It multiplies the coefficient by a7 if and only if both
the qubits are 1. Thus if we apply the gate M; ; to qubits 1 and [ respectively for all [ > 1, we will
be in the state

%HO) + e 2m0-mz2 0 | N @ |29, ..., Tp).

We can continue this process of applying the Hadamard onto the next bit and the rotation

between this bit and all bits higher than it for all of the qubits. At the end we will obtain

[|0> + 67271'1'0.:61:62“&",11’” |1>] ®R...Q [|0> + 6*27\'750%71—11’71 |1>] ® H0> + 6727”'0,:1:,l |1>]

which is the reverse of what we wanted. To fix this we can either just read the bits in reverse
or apply a simple swap transformation which will reverse the order of the bits.

Figure 4 shows the circuit for the Quantum Fourier Transform where in the diagram H repre-
sents the Hadamard gate and R; represents, if it is on line j, M; ;. We can see that first we apply
the Hadamard to the first bit, then the rotation matrix (the matrix which affects the phase only)
between a bit and all bits after it. We do this for every qubit until we have the full QFT.
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Tpo1) L --—4][}—(:)—\—%((]:) + e?mil0-zn—12n l))
) - ———e—(H)— &5 (I0) + e*0=:1 1))

Figure 4: Circuit for the Quantum Fourier Transfer with n qubits
[Trel8]

6.3 Application of Quantum Fourier Transform to the Discrete Loga-
rithm Problem

The reason that the Quantum Fourier Transform is useful is that it, and its inverse, allows us to
find periods of functions. Consider the function f(x,y) = 2P + yQ. If P and Q are points on an
elliptic curve over a finite field such that P is a multiple of ) then there is some aq, as such that
f(z+iay,y+iaz) = f(x,y). Thus we consider a; and ay to jointly be the period of the function. If
we can find the period of the function then we can find two linear combinations of P and ) which
equal each other. At that point we can use the same method we used in Pollard’s Rho Algorithm
to find the discrete logarithm.

7 Conclusion

I have described Elliptic Curve Cryptography, why it is considered useful, and introduced a quan-
tum attack on the Discrete Logarithm Problem for Elliptic Curves. One important thing to note is
that the quantum attack works for elliptic curves and is also the attack on finite fields and factoring,
which are used in RSA and some forms of Diffie-Hellman. The quantum attack on elliptic curves
does not use less qubits or gates than the attack on finite fields, which in a way makes the attack
stronger on elliptic curves. This is because, as we have mentioned a few times, the keys for elliptic
curves can be shorter than those for finite fields or factoring and offer the same amount of classical
security. Thus, if we take two protocols, one using elliptic curves and the other using factoring,
which offer the same amount of classical security, the quantum attack on the elliptic curve protocol
will be stronger in that it will require less time and qubits. This may seem convoluted or not to
be a good argument that elliptic curves are more vulnerable to quantum attacks, however, when
protocols are implemented, shorter keys really are used on algorithms that utilize elliptic curves.
Thus, currently, elliptic curve protocols are in fact more vulnerable to quantum attacks.

There is still, however, some hope for the use of elliptic curves in a post-quantum world. An
isogeny is a rational homomorphism between curves. There is a class of elliptic curves called
supersingular elliptic curves in which the group of isogenies is not commutative, and there is a
key exchange protocol similar to Diffie-Hellman which utilizes this fact and thus far there have
been no polynomial time quantum attacks on this protocol. In this protocol, created by Jao and
De Feo [JDF11], Alice and Bob, rather than picking a multiple of a point, pick an isogeny on the
curve. The question then becomes not “What is the discrete logarithm given two points?” but
rather "What is the isogeny between two curves?” Note that in this protocol, Alice and Bob both
end up with two curves, but the curves may not be the same. Instead, the curves have the same
j-invariant, which is ﬁl;?b?" They can use this j-invariant as their secret key.

Overall, much of this content is still being researched. It is not known if supersingular isogeny
key exchange is resistant to quantum attacks as it is still a fairly fresh idea. It is also important
to note that quantum computers are not nearly extensive enough to actually perform an attack
on a practical protocol yet. Still, based on this vulnerability there has been some backlash against
elliptic curves. Most notably, the NSA began recommending to their security groups not to switch
their systems to utilizing elliptic curves. Thus at this point, research efforts ideally should focus
on creating protocols that will likely be secure in a post-quantum world.
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